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Aviral Singh
Cyber Security Engineer

aviral.singh.netlify
github.com/aviralsingh14

linkedin.com/in/aviralsingh14

PAM & IAM consultant with 2 years of Big 4 delivery experience across CyberArk (Self-Hosted and Privilege Cloud) and SailPoint
IdentityIQ, delivering production SCIM integrations, SOAR connectivity, and PowerShell/Python automation for enterprise clients.
Holds three CyberArk certifications including CDE PAM

TECHNICAL EXPERIENCE
PwC Acceleration Centers Aug 2024 — Present
Associate, Onsite (Promoted from Intern after 6 months) Bengaluru, KA

• Delivered end-to-end CyberArk PAM implementations for 8+ enterprise clients across on-prem (PVWA, CPM, PSM) and Privilege
Cloud environments, covering account onboarding, safe configuration, platform policies, and compliance reporting

• Delivered CyberArk–SailPoint IdentityIQ SCIM integration across both Self-Hosted and Privilege Cloud environments, automating
account lifecycle correlation between IGA provisioning workflows and PAM vault operations for a client engagement

• Configured and validated the CyberArk component of a Google SecOps SOAR integration for a client environment, testing REST
API connectivity, session data retrieval, and automated response playbook triggers alongside the broader integration team

• Engineered reusable PowerShell, Python, and AutoIT automation workflows reducing manual PAM operations by 80+
hours/week across bulk safe creation, account onboarding, and exception reporting

• Developed custom CPM and PSM plugins extending CyberArk’s native platform to support non-standard target systems and
client-specific credential rotation requirements

• Administered privileged account lifecycle in Active Directory, including security groups, service accounts, and gMSA objects
across multi-domain environments; enforced endpoint privilege controls via EPM

• Authored client-facing RFPs, solution architecture diagrams, and integration build guides supporting pre-sales and delivery
engagements across CyberArk and IAM projects

• Deployed CyberArk v15.2 in a High Availability cluster configuration in PwC’s internal lab environment, covering Vault, PVWA,
CPM, PSM, HTML5, and PSMP components end-to-end

• Developing a Python-based CyberArk operational reporting tool (POC) to surface account audit, compliance, and session
analytics via PVWA REST APIs

PwC Acceleration Centers Feb 2024 — Aug 2024
Intern, Onsite Bengaluru, KA

• Supported delivery of CyberArk PAM, EPM, and Privilege Cloud implementations across client engagement phases
• Developed Python and PowerShell scripts automating various account management processes
• Developed automations using Python and Powershell

CERTIfiCATIONS
CyberArk CDE – PAM (Credential) Jul 2026
CyberArk Sentry - PAM (Credential) Aug 2024
CyberArk Defender - PAM (Credential) Jun 2024
Data Science & Machine Learning Course (Certificate) Aug 2022
EDUCATION
Bachelor of Technology Sep 2020 - May 2024
Computer Science Engineering - 7.1 CGPA Amity University, Noida, UP
SKILLS
PAM/IAM CyberArk (CPM, PSM, PVWA, EPM, Self-Hosted, Privilege Cloud), SailPoint IdentityIQ, Active Directory
Programming Powershell, Python, AutoIT, Javacript
Integrations SCIM, Google SecOps SOAR
Consulting Solution Architecture, RFP Development, Integration Build Guides

PUBLICATIONS/AWARDS
Facial Authenticity and Spoofing Detection Nov 2024
Peer-reviewed international conference publication on ML-based facial spoofing and deepfake detection (Publication) Springer, SG
PwC Fiercest Competitor 2.0 Hackathon Sep 2023
Ranked top 3 among 6,000+ participants PwC Acceleration Centers, Bengaluru, KA
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